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ABSTRACT

Attacker models are the cornerstone of any security assessment. As
attacker’s capabilities evolve over time, it is key to re-evaluate peri-
odically if attacker models that were deemed unrealistic in the past
might not pose a possible threat today. In this work, we evaluate
the threat of wireless radio signal cancellation attacks in the face
of recent advancements in software-defined radio attacker capabili-
ties. Unlike classical radio interference or jamming attacker models
which add noise to the legitimate communication, signal cancel-
lation attacks aim at interfering destructively with the legitimate
signal in order to remove those signals from the spectrum. While
signal cancellation attacks were deemed unrealistic in the analogue
domain, we analyse the system requirements to perform such at-
tacks digitally using SDRs and evaluate the feasibility to launch
such attacks against wireless communication systems such as GPS.
Our evaluation reveals that signal cancellation attacks that manage
to attenuate up to 40 dB of the signal at the receiver are feasible over
the air. We further show that even complex CDMA signals such
as GPS can be attenuated by 30 dB, even below a receiver’s noise
floor. These results indicate that digital signal cancellation attacks
— especially against systems like GPS — should not be considered
impossible per se, but deserve consideration when assessing the
threat of attacks on wireless communication systems.
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1 INTRODUCTION

Radio jamming is an effective way to disrupt wireless commu-
nications. By radiating interference on the same frequencies as
legitimate transmissions, jammers are able to prevent neighbour-
ing receivers from correctly decoding the legitimate signals and
thus block communication. Jamming originates from the military
domain, however, deliberate jamming attacks are also commonly
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encountered in non-military contexts as well. For example, jam-
ming devices targeting cellular networks [16, 27], wireless sensor
networks [26], satellite navigation signals [12], wireless LANs [24],
or IMDs [11] have been well investigated in the literature.

When a jamming signal interferes with the signal of a legitimate
transmitter, the resulting signal at the receiver is the superposition
of both signals. A common jamming approach sends a signal that
resembles noise, such as random Gaussian noise directly mixed
with the carrier, or an arbitrary signal modulated onto a carrier.
Irrespective of the form of interference, the common assumption
is that the jamming signal adds up constructively to the legitimate
signal, therefore increasing the noise level at the receiver. This
has the effect of reducing the signal-to-noise ratio (SNR) or even
overshadowing the legitimate transmission.

An alternative form of interference that is not usually considered
in wireless networks is destructive interference. When a jammer
sends a signal that is an inverted version of the legitimate signal,
both signals could interfere destructively and the legitimate signal at
the receiver is annihilated. Destructive interference is a well-known
phenomenon in physics and science fiction, as famous science fic-
tion author Philip K. Dick wrote in his book Do Androids Dream of
Electric Sheep? [6] from 1968:

Setting down his weapons kit he fumbled it open,
got out a nondirectional Penfield wave transmitter;
he punched the key for catalepsy, himself protected
against the mood emanation by means of a counter-
wave broadcast through the transmitter’s metal hull
directed to him alone.

Signal cancellation attacks are in principle as effective as classical
jamming attacks since they decrease the SNR at receivers. How-
ever, they are rarely considered in the wireless network security
literature. The main reason is that destructive interference is more
challenging to achieve because the attacker has to match the target
signal with an inverted version that arrives at the receiver with very
accurate timing, phase, carrier frequency, and amplitude synchro-
nisation. The common assumption is that radio signal cancellation
attacks are too difficult to succeed in practice [19, 23] and existing
anti-jamming techniques thus ignore such threat models [3, 25].

In this paper, we revisit this assumption and analyse the specific
requirements necessary to perform signal cancellation attacks. In
particular, we develop an attacker model leveraging the fact that
certain digital signals are predictable as a whole or in parts. For
example, satellite-based navigation signals such as GPS can be
determined in advance, knowing the locations of the satellites and
the time.

Given the predictable nature of GPS signals, we show that it is
possible for an attacker to create matched signals that attenuate
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the received signal strength remotely over the air by up to 40 dB
irrespective of the relative location of the attacker to the receiver.
Depending on the SNR at the receiver, this level of attenuation
can be sufficient to make signals completely disappear from the
spectrum, i.e., to attenuate the signal below the noise floor of the
receiver. Thus, our results indicate that the signal cancellation
attacker should not be ignored prematurely in anti-jamming works.

The rest of this paper is arranged as follows. In Section 2 we in-
troduce the contributions of our work, followed by the background
Section 3. We investigate a previous signal cancellation attacker
in Section 4 and introduce our own attacker model in Section 5.
We evaluate the feasibility of such attacks in Sections 6 through
8. We then discuss how the attacker could learn the signal prop-
erties in Section 9. This paper is concluded with related work and
conclusions in Sections 10 and 11.

2 CONTRIBUTIONS

While signal cancellation attacks were described conceptually in the
literature [4, 10, 17, 19], there is little work on the actual feasibility
of such attacks. The effects and success factors of cancellation
attacks are therefore not well understood and are almost never
considered as a threat model in the development of anti-jamming
communication techniques. To our knowledge, this work is the
first to systematically investigate such attacks and to demonstrate
the feasibility of successful cancellation attacks over the air on
complex signals such as GPS in a laboratory environment. Our
work provides an assessment of the feasibility and impact of signal
cancellation attacker models.
The main contributions of this work are as follows:

o We first evaluate the accuracy requirements towards signal
alignment of amplitude, frequency, and phase in order for a
signal cancellation attack to be successful.

o We evaluate how signal imperfections and attack geometry
impact the ability of performing signal cancellation in the
analogue domain.

o We demonstrate the feasibility of digitally cancelling an
unmodulated carrier signal for different signal strengths
and transmission mediums in the lab. Our results show that
digital signal cancellation attacks can attenuate the signal
by more than 30 dB over distances of up to 25 m irrespective
of the attackers position.

e We demonstrate the feasibility of cancelling GPS signals
which have a complex modulation. We show that it is pos-
sible to attenuate the entire GPS signal by 30 dB under the
receiver’s noise floor. Furthermore, we show that it is possi-
ble to completely cancel the signals from individual satellites
without affecting the signals from other satellites. This is
particularly powerful since a number of GPS anti-spoofing
techniques assume the presence of legitimate signals.

e We evaluate the accuracy of a GPS carrier phase estimation
technique to estimate the phase offset that an attacker needs
to minimise in order to be successful.

3 DESTRUCTIVE INTERFERENCE PRIMER

Destructive interference, also known as signal cancellation or nulling,
describes the result of a special interference pattern, where two
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Figure 1: Effect of a signal overlaid with a copy of itself with
different phase offsets.

signals overlap and as a result cancel each other out. More formally,
we introduce a signal from a jammer s;(t) that interferes with a
signal from a transmitter s7(t). The resulting signal at a receiver
sr(t) is the superposition of both signals plus the noise n(t):

sr(t) = s7(t) +s7(t) + n(t) (1)

For illustration purposes, we consider two unmodulated carrier
signals for s7(t) and s;(t). Let f be the frequency, A the amplitude,
and ¢ the phase, we can then write the signals as follows:

sT(t) = At -sin2nfr -t + 47)
S](t) =Aj -sin (Zﬂf] St + glﬁ])
Perfect destructive interference occurs when the amplitude and

frequency of both signals are identical, the noise is zero, and the
phase has an offset of half a wavelength

Ar=AjAfr=finér=¢y£mAnt)=0, 3)

or if the frequency and phase are aligned but the amplitudes of both
signals have opposite signs

A = =Aj A fr = fy Adr = ¢y An(t) = 0. 4)

In reality, it may not be possible to achieve perfect alignment and
zero noise. Thus, it is more practical to introduce the attenuation
factor D as a metric to quantify the level of destructive interference.
The attenuation can be understood as the ratio between the amount

of signal power from the transmitter and the total power from the
superimposed signals. In decibels, D can be represented as:

st(t) )2
sT(t) +s7(t) + n(t)

Already small misalignments in amplitude, frequency and phase
could potentially lead to only weak signal attenuation or even to
signal amplification, i. e., constructive interference with a negative
D. Figure 1 displays the effect of signal misalignment for the exam-
ple of phase offsets. A phase offset of zero will amplify the original
signal to double its amplitude (D = —6 dB) and a phase offsets of
120 degrees does not attenuate the signal at all (D = 0dB). A phase
offset of 170 degrees manages to significantly attenuate the result-
ing signal (D > 0dB), while a phase offset of exactly r is required
to entirely attenuate the resulting signal to zero (D > 0dB).

()

D =10-log,, ( ©)
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Figure 2: Influence of phase (top) and amplitude (bottom)
error on achieved attenuation.

To quantify the requirements for successful signal cancellation
attacks, we simulated the effect of the jammer deviating from its
desired amplitude, phase and frequency on the resulting attenuation
at the receiver. For each simulation, we assumed that only one
parameter (Aj, fj, or ¢) deviates from the desired value according
to Equations (3) and (4).

Figure 2 shows the effect of the attacker deviating from its de-
sired 180° phase offset. At an error of 60° the attacker already stops
attenuating the signal and with every degree of phase error added
will amplify the legitimate signal at the victim’s antenna. On the
other hand, the attacker’s signal’s amplitude will only start amplify-
ing the legitimate signal after an error of 100%. An amplitude error
of less than 20% amounts to an attenuation of more than 10 dB.

The frequency error, contrary to the amplitude and phase errors,
does not introduce a static attenuation. The frequency error gener-
ally depends on the accuracy of the local oscillator of a transmitter,
which is usually specified in parts per million (ppm). When two
waves with a small frequency offset overlap, a physical effect called
beat is created. The resulting signal will itself be a new wave with
a frequency of fg = |fr — f7|. The effect of this beat on signal
amplitude over time is shown in Figure 3. This simulation assumes
an unmodulated carrier signal with a frequency of 1 GHz. The re-
sults of this simulation show that the longer the signal the attacker
wants to cancel, the lower the clock error of its device needs to
be. With modern commercial off-the-shelf SDR hardware, we can
expect errors around 10 ppm. In the upper segment of lower cost
hardware, we can find devices that are equipped with GPS disci-
plined oscillators. Such a device would be the USRP X300 by Ettus,
which offers a frequency accuracy of 10 ppt when locked to GPS [7].

4 THE ANALOGUE SIGNAL CANCELLATION
ATTACKER

After this discussion on the requirements of a successful signal can-
cellation attacker, we are now going to discuss the limitations of an
analogue signal cancellation attacker. To the best of our knowledge,
the only practical demonstration of a signal cancellation attack
was reported by Popper et al. [17]. A straightforward implementa-
tion is using two antennas and a delay-line or phase shifter which
outputs the signal at the second antenna in such a way that the
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Figure 3: Effect of frequency errors on achieved attenuation.
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Figure 4: Attacker model for the analogue signal cancella-
tion attacker. Note that the attacker would need an antenna
array for broadband signals, arranged in a way for all fre-
quencies present in the transmission being properly phase-
shifted and therefore cancelled at the receiver.

legitimate and the attacker’s signals arrive at the victim’s receiver
phase shifted by half a carrier wave length (see Figure 4). The re-
sults have shown the ability to attenuate a legitimate transmission
in a laboratory environment by 23 dB over a distance of less than
2m [17).

The main limitation for the attacker is its positioning. Because
it directly relies on receiving and forwarding the legitimate trans-
mission, the attacker is highly confined in space. In such a system,
we have the distance between transmitter and receiver (d;,), trans-
mitter and attacker (d;,) and attacker and receiver (dg;). The time
delay between legitimate and attacker signals can be expressed as

— dta + dur - dtr
[

At (6)
Additionally, we can calculate the duration of a symbol by 5y mpo1 =
1/ fsymbol> Where fsympor is the symbol rate.

Assuming the attacker achieves perfect carrier phase alignment
with 7 offset at the receiver, the signals are still delayed by the
additional path travelled At. Figure 5 shows the effect of different
offsets on the legitimate signal. Even an offset of 0.1 symbols will
leave short - but strong — peaks in the spectrum that can be detected
by the legitimate receiver. Thus, the attacker’s goal is to minimise
symbol delay as much as possible, yielding

(7)

as the main requirement for the attacker’s positioning in the system.

At < tSymbol
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Figure 5: Effect of different symbol delays on a BPSK base-
band signal under the assumption that the carrier phase of
the attacker’s signal is perfectly shifted by a factor of 7.
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Figure 6: Symbol delay for an analogue signal cancellation
attacker attacking a signal sent by the legitimate transmit-
ter on the left and received by the legitimate receiver on the
right over a distance of 500 meters. The contour lines de-
scribe the area within which the delay is smaller than half,
a quarter and a tenth of a symbol duration.

In other words, it is confined to an elliptic space, defined by the
maximum amount of symbol delay the attacker is willing to accept.
In Figure 6 we simulated a 1IMHz BPSK signal over an area of 1km?
with the legitimate transmitter and receiver positioned 500 meters
apart on the center axis. The contour lines depict the maximum
distance the attacker can position itself without having more than
the specific symbol offset. Higher data rates will force the attacker
more and more towards the direct path between transmitter and
receiver.

In addition, the attacker has to receive the legitimate signal,
delay or phase shift it by half a carrier cycle and retransmit the
shifted signal over a second antenna. Within the attacker’s system,
the signal will encounter small time delays between entering the
receive antenna and exiting through the antenna towards the victim,
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Figure 7: Model of the digital signal cancellation attacker.

which will again force the attacker closer to the direct transmission
path between transmitter and receiver.

This analogue attacker model is therefore considered limited be-
cause it strongly couples the attacker to the legitimate signals. The
attacker needs to position itself very close to the direct transmis-
sion path in order to achieve the required timing synchronisation.In
many real-world scenarios, these space constraints therefore se-
verely limit the threat of this attacker model.

5 THE DIGITAL SIGNAL CANCELLATION
ATTACKER

In this section we introduce the digital signal cancellation attacker,
which is not constrained in space. Our system model includes, as
previously, a legitimate transmitter and an attacker both equipped
with either an omnidirectional or directional antenna. The legiti-
mate receiver is equipped with an omnidirectional antenna. None
of the legitimate players make use of multiple antenna or any other
Multiple Input Multiple Output (MiMo) schemes. While the attacker
could be equipped with additional antennae and receivers, they
do not directly play part in the signal cancellation but only give
additional information on the legitimate signal.

The legitimate transmitter sends a signal, modulated onto a
carrier, which - in turn - the legitimate receiver receives. Our work
makes no assumption or requirement on the modulation scheme
but we assume that the attacker can predict some parts or the
whole signal from the legitimate transmitter. Predictable signals
are encountered in many wireless communication systems. For
example in GPS, the signal is entirely determined by the position of
the satellites — also called space vehicle (SV) — and the time which
are all deterministic values. In LTE, fixed pilot signals are used
to help the mobile nodes synchronise to the base stations. WiFi
signals exhibit constant preambles or packet headers which are
sent repetitively. In wireless sensor networks, slowly and rarely
changing values such as temperature measurements will lead to
several identical packet transmissions.

The digital signal cancellation attacker exploits predictable parts
of the signal to create locally a digital copy of the signal to be
cancelled. The attacker then transmits this copy independently
from the transmitter’s signal such that it collides at the receiver
with the one of the transmitter with a phase offset of 7. As in the
analogue signal cancellation model, the digital attacker needs to
accurately estimate the victim’s antenna position and phase, but
the digital attacker model is not constrained geographically which
makes it possible to launch such cancellation attacks from any
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Figure 8: Overview over our laboratory setup. We use two
transmitters equipped with directional antennae and a re-
ceiver with an omnidirectional antenna (a.). For more con-
trolled channel conditions, we use a cable-based setup,
where the two transmitters are connected to attenuators,
then the signal is mixed using a signal combiner before en-
tering the receivers’ radio front-end (b.).

position relative to the transmitter and receiver. The challenge lies
in creating a digital copy of the signal that is as close as possible
to the transmitter’s signal without the ability to observe the signal
waveform from the air as in the case of the previously described
analogue signal cancellation model.

The rest of this paper represents a feasibility study of the digital
attacker. We evaluate current hardware constraints under labora-
tory conditions to quantify the impact of such attacks.

6 EXPERIMENTAL SETUP

In our evaluations of the possible attenuation of such attacks, we
make use of the following devices. On the transmitter side, we
use two USRP X300 manufactured by Ettus and equipped with
SBX400 daughterboards. The transmitters are synchronised through
an external clock signal. On the receiver side, we use an FSQ8
signal analyser by Rhode & Schwarz for direct signal strength and
spectrum measurements. For non-spectrum GPS measurements
we use a commercially available u-blox M8 GNSS Evaluation Kit
EVK-MST.

We use two different setups to evaluate the signal cancellation.
In one setup (Figure 8a) we attach antennae to both transmitters
and receiver and use the air as transmission medium. In the second
setup (Figure 8b), we connect the transmitters and receiver with
coaxial cable, mixing the two signals with a signal combiner and
feeding them into the receiver. A cable-based setup helps us remove
any interference of the indoor, multipath-rich channel in the lab. If
not stated differently, each used cable was of a length of 60 cm and
the antennas were placed on an equilateral triangle of side length
2m.

To adjust the phase and amplitude of the attacker’s signals we
rely on GNURadio software which varies the values of the generated
IQ samples. As GPS synchronisation of our transmitters is not
possible within a shielded laboratory environment, we use a local
clock to drive the local oscillators of the transmitters. We either
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Figure 9: Achieved attenuation on an unmodulated carrier
transmitted over coaxial cables and over the air. The atten-
uation over the cable flattens at approximately -70 dBm as
both transmitters introduced additional noise into the spec-
trum.

use a single device with two transmission front-end — denoted
one stage synchronisation — or two individual devices whose local
oscillators are synchronised using an external clock — denoted two
stage synchronisation.

To avoid legal problems, we transmit GPS signals over the air
only in a shielded laboratory environment.

7 DIGITAL SIGNAL CANCELLATION OF AN
UNMODULATED CARRIER

We first evaluate the digital signal cancellation on an unmodulated
carrier signal. The experiments shown were conducted both over
coaxial cables and over the air. We transmit the carrier signal at a
frequency of 1.5 GHz with 0dB front-end gain to avoid additional
distortions of the generated signal.

7.1 Attenuation vs. Transmission Power

At the transmitter, we generate different signal strengths in base-
band, before transmitting, by varying the amplitudes from 0 dBFS
down in 10 dB steps.

Figure 9 depicts the achieved maximum attenuation for the cable
and air setups. Due to higher path loss, the signal received over the
air exhibits less dynamic range than the signal sent over the cable.
The attenuation curve for the cable-based experiment flattens for
signal strengths over —70 dBm. This effect is due to the transmitters,
both the legitimate and the attacker’s device, introducing distortions
around the carrier and raising the noise floor. These distortions
grew stronger with the signal’s amplitude which explains why the
attenuation curve is not linear. Such an effect is likely to happen for
any radio transmitter, which means that high power transmissions
are generally more difficult to attenuate than low-power signals.

In this experiment, we achieved a remarkable maximum atten-
uation of about 50 and 40 dB over coaxial cable and over the air,
respectively. Note that these results do not indicate generally less
attenuation over the air, as the signal levels for the transmissions
over the air exhibited higher path loss.

7.2 Attenuation vs. Distance

In the next experiment, Tx#1 and Tx#2 are positioned approximately
5 meters apart. The receiver (Rx) is positioned in various distances
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Figure 10: Achieved attenuation on an unmodulated carrier
transmitted over the air over various distances, compared to
the signal level without attack.

spaced in 2.5 m steps away from both transmitters and measured
the peak signal power without the attacker’s signal present. After
the cancellation signal was activated, we measured the achieved
attenuation for each distance. Figure 10 depicts the results. The
achievable attenuation lowers slightly over the distance. However,
this does not imply that the attack works worse over distance.
The signal power without attack also shows a downwards trend
due to path loss. Even over a distance of 25 m, the digital attacker
cancels the legitimate signal by approximately 30 dB down into the
noise floor. To our knowledge, these experiments are the first to
demonstrate that signal cancellation attacks over more than 30 dB
are possible over distances up to 25 m.

8 DIGITAL CANCELLATION OF GPS SIGNALS

In this section, we evaluate the feasibility of digitally cancelling
GPS signals. GPS signals are quite complex given the CDMA mod-
ulation and the goal is to see if the same level of attenuation is
possible as with the unmodulated carrier and if it is possible to
cancel out individual satellite signal from the CDMA spectrum.
Again, we evaluate this both through coaxial cables and over the air.
We then evaluate how a commercial GPS receiver behaves in the
signal processing chain when such an attack is conducted against
individual satellites and the whole constellation. Finally, we evalu-
ate the sensitivity towards the attacker’s signals accuracy in both
phase and amplitude.

To facilitate reproducibility, the GPS signals to be cancelled and
the attacker’s signals both are generated using the gps-sdr-sim soft-
ware [15]. The attacker’s digital signal is a phase-shifted copy in
the baseband being transmitted over a second phase-coherent radio
front-end. An important factor to consider is that GPS signals arriv-
ing on Earth’s surface have a minimum guaranteed signal power
of —128.5dBm [21]. This signal strength is well below the noise
floor of any receiver. GPS receivers use despreading techniques to
raise the signal out of the noise. An attacker needs to attenuate
its signals to a very low level, making the signal’s properties more
difficult to control.

8.1 Over the Noise Floor

To prove that we are indeed attenuating the legitimate GPS signal,
we first show the attenuation above the noise floor, before moving
to more realistic GPS power levels.
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the noise and cancellation attacks with different synchroni-
sation methods.

We first evaluate the general receiver noise without any trans-
missions to know our baseline towards which to attenuate the
transmitted signals. Second, we transmit the legitimate signal only,
to calculate its signal power. Finally, we send both legitimate and
attacker signals, to evaluate the achievable attenuations for an at-
tacker. Table 1 gives an overview of these results while Figure 11
shows the power spectral density of said signals.

In the cable-based setup, the attacker is able to attenuate all
frequencies present in the legitimate signal equally, i.e. the signal
retains its shape at a lower level. Over the air in the indoor lab-
oratory environment, some frequencies were subjected to higher
cancellation (near the center frequency) while others were less at-
tenuated (approximately 0.5 MHz from the center frequency). This
can be explained due to the multi-path, indoor environment. When
a signal containing multiple frequencies follows the same multi-
path, the phase offset of each frequency will alter slightly. The
signals refracted off the walls take the same physical distance, how-
ever, due to the different wave lengths, the phase for each part of the
individual frequencies will exhibit a different offset. Which leads to
nearly perfect attenuation at the center frequency but less optimal
attenuation in the flanks of the GPS spectrum as seen in Figure 11.
The attacker’s signal will therefore not interfere destructively with
each frequency in the most desirable way for the attacker.

In this experiment, Table 1 shows how we achieved an average
attenuation over the GPS spectrum of 37.4 dB and 33.5 dB for one
and two stage synchronisation over cable. Over the air, the average
attenuation was 28.2 dB and 26.5 dB due to the higher path loss of
the legitimate signal and multi-path interfering with the attacker’s
signals and therefore not attenuating each frequency by the same
amount.

8.2 Below the Noise Floor

We now evaluate if the attenuation we achieved previously is also
effective enough at more realistic GPS signal powers, i.e. at around
25dBHz and 35 dBHz after the GPS receiver’s despreading process-
ing gain.

We connect the two transmission front-ends to the radio input
of our commercial GPS receiver and insert attenuators into the
signal path to bring the GPS signal to a realistic power level of
28 dBHz at the receiver after the processing gain. Figure 12 shows
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Cable Air
Signal Average Power Peak Power Average Power Peak Power
[dBm] [dBm] [dBm)] [dBm)]
None -107.23 -104.24 -107.54 -104.24
Legitimate -63.97 -57.59 -76.53 -69.91
Nulling (One Stage) -101.36 -97.21 -104.77 -100.82
Nulling (Two Stage) -97.48 -90.26 -102.99 -98.50

Table 1: Signal powers for our three scenarios, evaluating the maximum achievable attenuation for the attacker.
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Figure 12: Signal strengths per satellite as reported by our
GPS receiver, before (top) and after (bottom) launching the
signal cancellation attack.
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Figure 13: Signal cancellation attack on an individual satel-
lite’s signals.

the receiver’s signal strength for each satellite with and without
the signal cancellation attack. All satellite’s signals were cancelled
while the attack is on.

These results confirm that it is possible to cancel the GPS signals
below the noise floor of the commercial GPS receiver, making the
digital signal cancellation attack stealthy.

8.3 Selective Cancellation of Individual
Satellites

GPS applies code spreading (CDMA) to separate the individual
satellite’s signals from the superimposed signal in the receiver’s
signal processing chain. It should then be possible to attenuate
the signal from an individual satellite without interfering with the
rest of the constellation. To test this assumption, we generated a
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Figure 14: Average signal strength reported by our GPS re-
ceiver over all satellites in relation to the phase and ampli-
tude of the attacker’s signal. Grey areas denote loss of signal
for the receiver.

secondary GPS signal for the same time frame, containing a single
satellite’s signal. Instead of sending the superimposed signal over
the attacker’s front-end, we now only send this individual signal.
Figure 13 confirms our assumption, showing the signal strength per
satellite before (top) and during the attack (bottom). An attacker
can thus impact individual transmissions on a shared medium at
will without disrupting other transmissions, drastically reducing
the chance of detection.

This technique of individually cancelling satellite’s signals can
be used to stealthily take over the victim’s positioning. The attacker
could replace each satellite’s signal with a spoofed version, therefore
also potentially not alerting the victim because it should not lose
position lock when attacked in such a way.

8.4 Effects of Systematic Phase and Amplitude
Errors

As shown in Section 3, the attacker’s signals need to be within a
certain window with regards to phase and amplitude offsets. We
evaluated how near to the optimal phase and amplitude the at-
tacker needs to be tuned in order to have a significant impact on
the transmitted signal without distorting it. Figure 14 shows the
average signal strength over all satellites as reported by our GPS
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receiver in relation to the attacker’s signal phase (top) and ampli-
tude (bottom). It shows that the attacker is initially required high
accuracy in both amplitude and phase of its signals. After the initial
successful cancellation, however, we see that the commercial GPS
receiver needs a certain signal strength in order to recover the satel-
lite signals again. As we iterated through all phase-shifts for each
amplitude, we can see that the receiver only locks to the satellites’
signals again when reaching around 20dBHz of signal strength.
The measured attenuation was higher than theory suggests in the
case of phase-only error. We assume this mismatch to occur by how
the commercial receiver processes the signal and calculates the
power of the despread signal. For the amplitude error, the attacker
achieved less attenuation than expected. This was due to the fact
that the transmitter lost individual digital samples, which resulted
in a phase shift of the signal in the analogue domain.

The results of this experiment confirm our simulations in Sec-
tion 3. Further, it shows that tens of degrees of phase error still
allows the attacker to attenuate the whole GPS constellation by
approximately 10 dB and by 20 dB for errors of approximately 5°.

9 PARAMETER ESTIMATION FOR A REMOTE
RECEIVER

In this section, we evaluate the challenges for any signal cancel-
lation attacker — both analogue and digital. The attacker needs
knowledge about the signal’s amplitude and phase at the victim’s
antenna in order to properly cancel any signal. So far in our ex-
periments, we estimated the phase and amplitude manually, but
an attacker will not have local access to the receiver and needs to
estimate those parameters automatically.

9.1 Signal Amplitude

The first parameter the attacker needs to find is the signal’s am-
plitude at the remote receiver. As long as the terrain for both the
attacker and victim are very similar due to the required proximity
of the attacker, the attacker can assume GPS power levels at the
victim to be very similar to its own measured signal power. The
attacker does not need to know about the victim’s antenna gain as
long as the actual power of the GPS signal can be determined. This
is owed to the fact that the attack happens in the air in front of the
victim’s antenna and the signal entering the antenna is already the
superposition of the legitimate and the attacker’s signals.

9.2 Carrier Phase

The second parameter crucial for launching successful signal can-
cellation attacks is the carrier phase of the legitimate signal. We
introduce a possible approach how an attacker could determine and
track the carrier phase offset between its antenna and the victim’s
antenna location.

9.2.1 Carrier Phase at the Attacker’s Receiver. To determine the
signal’s phase at the remote receiver, the attacker can evaluate
the signal’s carrier measurements at its own position. As the GPS
signal is a superposition of all visible space vehicle’s signals, we
estimate the phase development for individual SVs first. Adding the
individual SV’s carrier phase measured at the same time gives us
the phase of the raw signal as it is received at the radio front-end.
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Figure 15: System geometry with the different signal paths.

In a system where a space vehicle and the GPS receiver stand
still and the channel is not distorting the signal, the carrier wave
can be modelled as

F(t) =sin(27 - f - t + ¢i), ®)

where f; = 1.574 GHz is the GPS carrier frequency and ¢; is the
initial phase offset of the signal. We then determine the phase angle
(¢¢) for any given moment ¢ as

Pe(t) =27 - f-t+¢i ©)

Extending this model to a more realistic scenario, we take into
account the relative movement of the SV in relation to a GPS re-
ceiver. In general, the SV first approaches the receiver after rising
above the horizon and will then transition to a state where it de-
parts again. We thus take the Doppler shift into account, which
due to the movement of Earth and the SV can be modelled as a sine
wave with a very long wavelength. Due to the constantly changing
frequency of the signal, we can no longer directly apply Equation 9
and account for the changing frequency at time ¢. If we do that, we
would experience phase discontinuities as calculating the phase for
a given frequency and a given time in Equation 9 would assume a
wave that started at ¢t = 0 with this frequency. We therefore sum
the phases up for each step, as if they were very short individual
waves between the sampling points:

t'fs

fe(t)= )

n=0

(mod 27).

1
fs

with fs being the sampling frequency and f; () the Doppler shift
frequency at time ¢.

(ZH “(fe+ fa®) - | +¢i (mod2r)  (10)

9.2.2  Carrier Phase at the Victim’s Receiver. We again begin with
a static scenario from which we develop the dynamic solution. We
assume the attacker knows its own position as well as the position
of the victim very precisely. Additionally, through receiving the
GPS signals, it receives the ephemeris data, from which it is able
to calculate the precise position of each satellite at any given time
during his attack. Figure 15 shows an overview over the system
with one satellite and both receivers. As the positions of all three
corners of the triangle are known, all three sides as well as all angles
are known. We base our phase prediction scheme on a differential-
GPS technique called Real Time Kinematic (RTK) [1]. In such a
system, fixed basestations transmit their precise position, as well as
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the carrier-phase values for all received satellites to mobile nodes,
which are then able to determine their position down to millimeter
precision [8]. The node will calculate the difference of the carrier
phases for pairs of satellites at the basestation and its own position
to remove some atmospheric errors. We reverse the general idea of
RTK through using the known position of all entities in this system
and the carrier phase at the attacker’s position to calculate the
carrier phase at the victim’s position. Because the baseline between
attacker and victim is in the order of tens to hundreds of meters,
we can base our calculations on each individual satellite. In a static
setup the equation is

(a-b)
Pvictim = ¢attacker - ( 1 !

27[) (mod 27), (11)

where ¢, acker 18 the carrier phase at the attacker’s receiver, (a—b)
is the difference in the signal path between the satellite and the two
receivers and A = 1/ f is the wavelength of the GPS signal.

Combining Formulas 11 and 10, the attacker can now calculate
the carrier phase at the remote receiver for each satellite. These
values can then be tracked and used in the GPS signal generation
to properly calculate the cancellation signal.

9.3 Evaluation of Location Errors on Carrier
Phase Prediction

An unknown variable when conducting a signal cancellation attack
is the precise position of the GPS satellite. While the satellites
broadcast their ephemeris data that allow calculating the satellite’s
position at a variable time ¢, this ephemeris’ error decreased with
the lifetime of the GPS system due to advancements in measurement
procedures. At the beginning of this millennium this error was
around 2.6 meters [22] and has decreased to approximately 1.5
meters today [14]. An error of 1.5 meters translates to nearly eight
phase cycles at the GPS carrier frequency. Additionally, the satellite
moves approximately 300 meters between start of transmission and
start of reception [20]. We have simulated the phase error for two
receivers placed on earth’s surface with a baseline of 20 meters and
a satellite position offset of up to 1 kilometer in three dimensions
around the calculated position. Within this radius, the maximum
error is less than 0.03rad due to the special geometry of the acute
triangle between the two receivers and the satellites (see Figure 16).

The position error for the victim receiver, however, is much
more severe on the phase prediction error. A position error of even
3 millimeters already translates to a theoretical phase prediction
error of 0.1rad. Figure 16 depicts the minimum, maximum and

mean phase error for victim misplacements of up to 10 centimeters.

Both simulations have shown that in the best case of a position
error no phase error will occur. This special case happens if the
geometry of the triangle satellite-receiver-attacker stays unchanged
and only its orientation in space changes.

9.4 Validation of Carrier Phase Prediction

To validate our carrier phase prediction scheme, we deployed a
USRP X300 with two antennas at distances of 20 m, which we
measured using a laser range finder. Our recorded signals are
post-processed using gnss-sdr [9]. We extracted the carrier phase
measurements from the observables in addition to the broadcast
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Figure 16: Impact of error of the satellite’s position (top) and
the victim’s error (bottom) on the phase estimation for dis-

tances up to 1,000 (satellite) and 0.1 (victim) meters.

ephemeris provided by this software. Figure 17, shows the error
between measured and predicted phase difference between the two
antennae over the time of 20 minutes. It is apparent that not all
satellites exhibit the same error, as would ideally be the case if we
measured both our own and the victim’s antenna position with
high precision. We determined the locations of both antennas with
the RTK method using an official reference station, approximately
15 km away. The prediction for most satellites however stays nearly
constant over the course of the experiment. Satellite 17’s phase
flips around one third into the experiment, which could be due to
multipath at our experimental site close to a large metallic obstacle.

Assuming the attacker can detect and correct the initial phase
offsets, we simulated how the phase error progressions influence
the achievable attenuations of the individual space vehicle’s signals
during the attack. Figure 18 gives a visualisation of the attenuation
over time. The phase jump by half a wave length of SV 17 results
in these signals being amplified to double their signal strength.
The attacker could theoretically achieve an attenuation of more
than 20 dB during the first minute. Afterwards certain SV’s signal
phase start to drift — especially satellites 9 and 22 — while the others
are attenuated by more than 10 dB during the whole measurement
campaign.

Nevertheless, the results indicate our proposed phase prediction
scheme works given that both antennas’ location are precisely
known. Satellites 3, 6 and 23 in particular exhibit a nearly constant
phase prediction error and thus a very high theoretically achievable
attenuation for the attacker.

10 RELATED WORK

Several publications deal with the detection of spoofers and jam-
mers attacking the GPS system. SPREE [19] is a spoofing-detection
GPS receiver that tracks multiple correlation peaks per satellite, if
they occur, and evaluate if secondary peaks represent multipath
or spoofed signals. Our work demonstrated an attacker that can
remove the legitimate signal from the spectrum, thus removing the
ability of SPREE to detect a signal spoofing attack. Recent work by
Psiaki et al. [18] introduce different spoofing detection mechanisms
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dicted phase progression with corrected initial values over a
time of 20 min for all visible satellites.

but also discuss an attacker conducting a signal cancellation attack
on the legitimate GPS signal. They mention that they conducted
experiments on it but provide no empirical results. There is no
information on the setup of the cancellation or if it occurs in the
analogue or digital domain. We, on the other hand, take a detailed
look at the requirements and the feasibility of such an attack. A
detection approach based on power distortion measurements has
been proposed by Wesson et al. [23]. Their approach detects both
jamming and spoofing attacks reliably. However, they also explicitly
exclude a signal cancellation attacker from their attacker model.
There exists previous work by DeBruhl et al. [5] describing a
stealthy jamming attacker. The attacker itself is a classical jammer
where the legitimate and jamming signals interfere constructively
therefore introducing additional noise to the spectrum. The stealth-
iness of the attacker originates from the fact that it only transmits
its signals periodically in short bursts, hence making detection and
localisation of the jamming source much harder. Their approach in-
troduces a trade-off evaluation by the attacker between how many
packets it can jam and how little it transmits to avoid detection.
Signal cancellation has gained some traction in recent years [13,
18, 19]. One of the earlier publications by Popper et al. [17] evaluated
the Dolev-Yao model where an attacker is able to flip bits of a
transmitted message or annihilate the whole transmission. The
limitations of their attacker is further described in Section 4. We, on
the other hand, introduce an independent transmitter to transmit
the cancellation signal. Clancy [4] presented a simulation on how
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efficient a nulling attack on an OFDM transmission’s pilot would
impact bit error rate. This differs, as we extensively evaluate a
signal cancellation attacker’s ability in both simulations and the
real world. Bharadia et al. introduced a signal cancellation system to
allow full duplex radios to operate with a single antenna [2]. Their
system performs both analogue and baseband signal cancellation
in order to remove the leaked transmitted signal from the received
signal. Our proposed attack differs from this system in that we
perform signal cancellation over the channel between a transmitter
and a receiver. Additionally, we exploit the fact that certain signals
are highly predictable in terms of content while Bharadia precisely
know the signal transmitted by their own transmitter.

Interestingly, newer publications [10] take the signal cancella-
tion attacker already as a given, building countermeasures without
evaluating the actual threat. Their work introduces helper nodes
that allows building a secure channel between a basestation and a
new device requesting access to the basestation’s network, without
the attacker’s node hijacking the connection.

11 CONCLUSIONS

In this paper, we have described and evaluated signal cancellation
attacker models interfering with a legitimate signal on the physical
layer. We have shown digital signal cancellation to attenuate a
legitimate signal to a point where a receiver is not able to recover
the information contained inside anymore. Such an attacker is even
able to interfere with individual signals on a CDMA channel without
affecting the other transmissions. We were able to attenuate simple
carrier signals by up to 40 dB and more complex GPS signals by up
to 30 dB over the air in a controlled set up. We have demonstrated
such attacks for distances up 25 meters. These attenuation levels
and distances are sufficient to bring many real-world signals below
the noise floor of standard receivers and therefore make the signals
disappear from the spectrum.

Our evaluation suggests such attacks could become more realis-
tic than commonly assumed in the literature since the presented
digital signal cancellation attacker model is not restricted to spe-
cific attacker’s positions. Nevertheless our analysis has shown that
certain challenges still remain in practice. First, the signal to be
cancelled needs to be predictable. While many digital signals have
at least some predictable parts, random or unpredictable signal
parts cannot be cancelled with the presented digital attacker model.
Second, the carrier phase of the attacker must be controlled very
precisely and matched to the phase of the transmitter’s signal at the
receiver. We have investigated the ability of an attacker to deter-
mine the GPS carrier phase at a receiver. Our results indicate that
the phase estimation using differential-GPS techniques is possible
if the position of the receiver is known with high precision. This
however, is a major challenge if the receiver is mobile. Nevertheless,
a determined attacker could well achieve such a precision in fixed
scenarios.
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