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ABSTRACT

Aviation cybersecurity has received significant attention in the
academic literature over the past decade, as software-defined ra-
dios have enabled practical wireless attacks on unauthenticated
communication technologies. Typically, however, both attacks and
countermeasures have only been examined in theoretical and sim-
ulated settings. Our Avionics Security Lab seeks to plug this gap
by building a laboratory containing avionics built with certified,
real-world aircraft hardware.

In this paper, we describe the Avionics Security Lab, our design
goals and a first evaluation of the targeted threat vectors. We show
that the first modules of the lab can successfully be used to re-
alistically attack and analyze critical air traffic control and radar
technologies such as ADS-B, TCAS and GPS. We further discuss the
lessons that were learned in designing and assembling the lab. More
modules with satellite telephony, CPDLC and electronic flightbags
are currently being integrated and further extensions are planned.
The Avionics Security Lab is open for use and collaboration with
other researchers.

CCS CONCEPTS

« Hardware — Analog, mixed-signal and radio frequency
test; « Security and privacy — Systems security; « Computer
systems organization — Embedded systems.
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1 INTRODUCTION

The safety and security of aircraft and the aviation ecosystem has
fascinated people since the inception of flight. Due to the high pro-
file of aviation and its status as critical infrastructure, any issues
pertaining to safety are widely publicized. Consequently, even mere
claims of being able to impact aircraft systems in flight, whether
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from on board [10] or from the ground [9] receive extensive atten-
tion and cost millions in verification and forensic assessment.

Apart from the hacker community, academic researchers have
jumped on the task to examine the legacy information and commu-
nication systems used by aircraft and air traffic control. Using the
available technical standards and software-defined radios, security
testers were able to implement air traffic control communications
and aviation datalinks in software, allowing them to send arbitrary
messages and coming up with a vast array of creative attacks [3].
Recently, think tanks [2] and government entities [8] have also
embraced the need to consider cybersecurity in the aviation sector
while many practitioners are still divided on the matter [27].

However, while there has been extensive research on security
issues in the wider aviation ecosystem, this has been done exclu-
sively with simulated hardware and re-implemented targets. In our
personal experience as security researchers in aviation, many skep-
tics — ranging from reviewers in the computer security community
to safety engineers at aviation manufacturers — like to doubt the
vast array of the existing research simply on these grounds. Claims
that safety protocols, humans in the loop, redundancy, data fusion,
or some proprietary black (box) magic successfully protect aircraft
and air traffic control from cyberattacks are common place.

Why have these conflicting views not been consolidated over the
past decade? Cybersecurity is certainly on the agenda, as working
groups at most civil aviation institutions and novel initiatives such
as the Aerospace Village! held regularly at DEFCON and RSA show.
However, there are two main barriers to solving this issue. First,
the aircraft industry (most manufacturers are also large defence
contractors) is notoriously secretive and guarded against outsiders.
It is well understood that tickets and aircraft are never sold on safety
(or security) headlines [15], thus any potential negative publicity is
to be avoided and working with independent security researchers
is seen as too risky.

Second, it is naturally very difficult to get independent access
to an actual aircraft, in particular for an extended time, within
a relatively controlled environment, and without non-disclosure
agreements. As buying a complete aircraft with modern avionics is
too costly (compared to, say, a car or even a small satellite), renting
would be preferred. However, in practice, nobody wants to provide
an aircraft for penetration testing - it is difficult if not impossible
to guarantee the restoration of flight integrity and thus full safety
afterwards. While motivated and well-connected researchers have
had the chance to spend some time figuring out how to work with
scrapped airliners [17], this approach also has several drawbacks:
research time onboard is limited, the hardware likely outdated, and
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the complexity of operating and monitoring a full commercial air-
craft is signi cant. Similar reasoning, in addition to severely limited
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ground-based beaconing systems, including the instrument landing
systems (ILS), which was the subject of recent risk analy$. [

freedom of access and public engagement possibilities, applies to GPS/GNSS is the only non-aviation-speci ¢ technology considered
government programmes such as the US Department of Homeland in our work. Indeed, it is a well-known commodity in the wireless

Security's cyber testing of a Boeing 757 [33].

For all of these reasons, we decided to built a Avionics Security
Lab, which enables independent research on real, certi ed avionics
hardware and systems. We present it in this paper.

Contributions With this paper, we make two main contributions:

We design, build and present a novel integrated testbed for
aviation security research. Our lab is built with real aircraft
hardware and integrated by a professional certi ed avionics
supplier and integration specialist. This ensures maximum
reality of the setup without compromising on access.

We evaluate the e ectiveness of our design and integra-
tion by implementing several well-known attacks on aircraft
communication technologies (ADS-B and GPS), which, until
know where publicly shown only in simulated or emulated
environments.

The remainder of this work is structured as follows. Section 2

research community with countless attacks and countermeasures
[34. Still, the concrete impact of attacks on pilots and aircraft has
not yet been analysed in practice.

Finally, there are several datalinks available on commercial air-
craft, including Aircraft Communications Addressing and Report-
ing System (ACARS) and Controller Pilot Data Link Communica-
tions. Both are known to be insecure and vulnerable[21, 27 but
not yet part of our Avionics Security Lab as they require additional
hardware.

For a full overview of aviation security research, the reader
is pointed towards several surveys covering the full breadth of
aviation security research [26, 28].

2.2 Aircraft Laboratories

The closest related work to ours is the Triton testbed, introduced
at CSET '194]. It also features an ARINC 429 databus and real
components. However, the main di erences to our Avionics Security
Lab are as follows: Instead of air tra ¢ control technologies and

discusses the related work in aviation security and related testbeds. navigation aids, Triton focuses on the datalink ACARS, which it
Section 3 introduces the requirements and design goals of the Avia- 0 ers through a physical CMU (Communication Management Unit)
tion Security Lab, before Section 4 presents the components and and FMC ( ight management computer) with all other components
integration in detail. Section 5 provides a rst evaluation of security ~ simulated/virtualized. Consequently, the foreseen attack vectors of
testing with the lab. Section 6 discusses lessons learned and further this testbed concentrate on ACARS and the physical data loader.
extension plans, before Section 7 concludes. Beyond Triton, the US Air Force has provided an aircraft testbed
for a hacking contests at DEFCOISZ. Speci cally, participants
were tasked to enter a F-15 ghter jet's Trusted Aircraft Information
Download Station. As a military setup, this was naturally only
accessible to pre-chosen and vetted participants.

In a further related attempt, the Federal Aviation Administration
presented a Cybersecurity Test and Evaluation Facility at CSET
'16 that sought to provide an adaptable cybersecurity research and
development environment for internal training of FAA employees

2.1 Aviation Security Research [13. However, beyond the initial work, we found no evidence of
The eld was kickstarted by several talks at hacker conferences  fyrther (public) use.

on the then-novel Automatic Dependent Surveillance Broadcast
(ADS-B) protocol §]. After initial denials of any problems by the
aviation community, a growing body of work has analysed more
than a dozen technologies used in a typical commercial aircraft
ight throughout all ight phases. These technologies can broadly
be divided into air tra ¢ control communication (e.g., ADS-B or
VHF), navigation aids (such as GNSS or the instrument landing . -
system) and datalinks (e.g., ACARS, CPDLC or satellite links). From 3.1 Certiable Realism
a computer security point of view, all these legacy systems are con- The rstand main goal is to use certi ed hardware. This means
sidered insecure as they do not o er authentication, (cryptographic) not buying avionics hardware o unknown online resellers and
integrity or con dentiality. scrapyards. Instead, the hardware should be certi ed by the manu-
Air tra ¢ control systems such as ADS-B have shown to be inse- facturer (new or refurbished) for use in a real aircraft. As aviation
cure in the early 2010s by academi&} &nd hackers 4. Spoo ng standards describe clear interoperability and minimum operational
and other manipulation of ADS-B data in the cockpit or on con- requir_er_’nents3 th_e particulnar manufacturer is less important when
troller's radar screens can be easily achieved with SDRs. Older €xamining avionics security.
analogue systems such as voice communication over VHF have
similar issues, with regular interference reported [34]. 3.2 Independence
Navigation aids, which provide positioning information for pi-  While it may theoretically be possible to work with aircraft labs built
lots, include Global Navigation Satellite Systems (GNSS) and various at the di erent manufacturers (namely Boeing, Airbus, Bombardier,

2 RELATED WORK

We brie y discuss the vast amount of existing aviation security
research, typically conducted on simulated hard- and software.
Secondly, we discuss relevant existing approaches to (aviation) test
laboratories.

3 DESIGN GOALS

When we set out to construct the Avionics Security Lab, we settled
on several main design goals: realism, independence, complete
accessibility and physical wireless interfaces.
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Figure 1: Logical overview of the Avionics Security Lab.

Embraer or Pilatus), this is typically only done under non-disclosure
agreements and without the option to publish independently. By

building our own lab, we are not subject to such business interests
and restrictions. It helps that aviation is a heavily standardized
industry, in particular concerning communication. This ensures

compatibility across the world but also means that di erences be-
tween manufacturers are less important when looking at testing

the security of these standards.

3.3 Full Access
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Figure 2: Components of the Avionics Security Lab.

GTN 750 are connected via the ARINC 429 bus (plus redundant
Ethernet and serial connections). The antennas are connected via
coaxial cables: the GPS antennato the GTN 750, the two transponder
antennas to the GTX 3000 and the two antennas used for collision
avoidance to the GTS 8000. The system is powered by a 28V DC
power supply. To feed any necessary emulation data, the GTN 750
is connected to a personal computer using an Astronics UA2000
ARINC 429 to USB interface.

4.2 Main Components

The four main components and their respective antennas are illus-
trated in Fig. 2. A picture of the nal assembled rack can be seenin
Fig. 3.

4.2.1 Flight Management Systéthe Garmin GTN 750 is a ight

Related to the last point, there should be full access and control over Management system o ering full navigation and communication ca-
the testbed. This means the hardware should be easily accessiblePabilities for hundreds of aircraft makes and mod@lk.is typically

via all interfaces and not physically locked away as in a full aircraft
as it might be found on a scrapyard. Any simulated part should
come with clear manuals and instructions how to manipulate them.

3.4 Wireless Interfaces

Finally, and key to realistic security research, was the requirement
that the wireless interfaces found in an aircraft (i.e., the antennas)
should not be emulated but physically available. Concretely, all ve

installed in medium-sized aircraft and helicopters in order to put
advanced navigation features in the cockpit, such as terrain map-
ping, ight planning, tra c target surveillance, weather, taxiway
diagrams and others. Importantly, it interfaces with a wide range
of other avionics hardware from di erent manufacturers o ering
atouch screen for easy con guration. With its GPS capabilities it
also o ers the option to y an SBAS (Satellite Based Augmentation
System) approach.

antennas for the transponder, the GNSS, and the collision avoidance 4.2.2 Aircra Transpondellhe Garmin GTX 3000is a ight transpon-
system should be accessible. This enables the real-world evaluation der, capable of Secondary Surveillance Radar and ADS-B @ut.

of a whole host of SDR-based attacks from the security literature
(e.g., B])- The evaluation should in particular enable the analysis
of physical-layer behaviour, which is crucial for example for TCAS
(Tra c Collision Avoidance System), since it is inherently based
on distance measurements using the round trip time.

4 THE AVIONICS SECURITY LAB

To build and integrate our requirements, we found a supplier certi-

ed by the European Union Aviation Safety Agency (EASA). We
worked with them on the design and the requirements for several
month until the successful deployment and acceptance test.

4.1 Logical Design
Figure 1 gives the logical overview of the Avionics Security Lab.

conjunction with the positional source from the GTN 750, it is a cer-
ti ed ADS-B solution for ying in instrument ight rules airspace.
The transponder also serves as one input source for the TCAS
collision avoidance system.

4.2.3 Collision AvoidancEéhe Garmin GTS 8000 is a collision
avoidance device following the current TCAS II/ACAS 1l 7.1 stan-
dard? Using the two antennas it interrogates nearby aircraft and
displays their position based on the response. It interfaces with the
display of the GTN 750, which issues any potential warnings. No-
tably, the GTS 8000 also uses ADS-B data from other nearby aircraft
(ADS-B In) via the GTX 3000 to further enhance the situational
air display and issue tra ¢ warnings. For a fully compliant TCAS

2Full speci cations available at https:/www.garmin.com/en-US/p/67886.
3Full speci cations available at https:/www.garmin.com/en-US/p/15012.

The three main components, the Garmin GTS 8000, GTX 3000 and *Full speci cations available at https://www.garmin.com/en-US/p/106233.
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aircraft). The include, for example, the altimeter. In our lab, the
ARINC 429 bus is fed all required data from a separate laptop run-
ning the CoPilot software using a USB-to-ARINC 429 dongle. This
allows madi cation of all ARINC 429 messages within the normal
parameters set by the CoPilot software and expected by the FMS.

4.3.2 SSRsecondary Surveillance Radar (SSR) is a technology
based on traditional identi cation, friend or foe (IFF) systems in
the military domain. It is a legacy technology introduced in com-
mercial aviation in the 1970s that is mandated in higher airspaces
around the world. It is a cooperative technology, where the air-
craft responds to interrogations from the ground. Through various
transponder modes called Mode A, Mode C and Mode S, respec-
tively, it provides target information on altitude and a globally
unigue identity, though no position. SSR uses digital messages with
di erent frequencies and modulations for the interrogation (1030
MHz) and the reply (1090 MHz). Mode S is based on extensive,
well-understood speci cation standards by the Radio Technical
Commission for Aeronautic (RTCA) standard body and o ers fur-
ther message formats (e.g., aircraft intent or autopilot modes).

SSRis supported through the GTX 3000 with its two dedicated
antennas.

4.3.3 ADS-BADS-B Out continually broadcasts ID, position and
velocity as well as further information such as intent or urgency
Figure 3: Picture of the Avionics Security Lab front. codes. These broadcasts happen twice a second in case of position
and velocity, and once every 5s for identi cation. The ADS-B man-
date for larger aircraft has been postponed several times in various
system, there is a further requirement for a radio altimeter, which  airspaces [29].
is naturally not sensible in a stationary laboratory setup. The data Our Avionics Lab supports the 1090ES (Extended Squitter) stan-
(i.e., the barometric altitude) that would normally come from this  dard (but not the Universal Access Transceiver or UAT datalink).
altimeter, must be fed to the system arti cially. 1090ES is used by aircraft around the world and is based on legacy
Mode S transponder technology on 1090 MHz and additional new
RTCA standards.
As ADS-B uses the same underlying technology as SSR, it shares
the same components, i.e., the GTX 3000 with its two connected
antennas.

4.2.4 CoPilot So waréAs the example of the radio altimeter shows,
not every component can realistically be installed in a laboratory
setting. As some of these components are still required for proper
functioning of the system, these must be emulated. This is taken
care of by a separate laptop with the CoPilot softwaiastalled,
which sends the expected messages (e.g., from the altimeter) via a4.3.4 GNSSslobal Navigation Satellite Systems are crucial (if
USB dongle onto the ARINC 429 bus. The main necessity is to set certainly not exclusive) to aircraft navigation and modern aviation.

the radio altitude for a full functioning of the TCAS system. The insecurity of the the best known representative, the Global
Positioning System (GPS), has been known publicly for over two
4.3 Currently Supported Technologies decades. In the aviation context, broad GPS interference has been
In the following, we describe the communication technologies cur- "ePorted by pilots for years, making GPS the most attacked aircraft
rently supported by the Avionics Security Lab. system as far as is publicly known. In hotspots such as the Eastern

Mediterranean, the Baltics or the Black Sea, commercial pilots are

4.3.1 ARINC 429 Buavionics buses such as ARINC 429 orits  acutely aware of GNSS spoo ng and jamming, making it a crucial
military equivalent MIL-STD-1553 have received signi cant atten-  integrated technology in our Avionics Security Lab.
tion over recent years due to their unauthenticated natute 25. The GTN 750 is connected to a GPS antenna, which supports GPS
If an adversary has access to the bus, they have free reign to send byt also SBAS such as the regional WAAS (USA), EGNOS (Europe),
and receive all messages on the bus, impacting the attached devicesMSAS and QZSS (Japan), GAGAN (India) and others. As is typical,
which are crucial to the functioning of the aircraft. Crucially, until to get a (legitimate) positional x, the GPS antenna needs to be
now, no public security evaluation of the physical ARINC 429 bus positioned outside with a clear view of the sky.
has been conducted, leaving open potential attack vectors on the
attached devices.

There are a number of bus messages missing that are sent by
endpoints which are not part of our lab (but would be in a full

4.3.5 TCASTra c Alert and Collision Avoidance System (TCAS)
Il'is an implementation of the Airborne Collision Avoidance System
(ACAS) mandatory in Europe since 2015, having as purpose to
reduce the risk of (near) mid-air collisions between aircraft. ACAS
Shtps://www.astronics.com/avionics-test-simulation-software Il gives tra c advisories (TA) and resolution advisories (RA) in
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