

https://doi.org/10.1145/3457339.3457985
https://doi.org/10.1145/3457339.3457985































Sessior8: CommunicationSecurityin CP<

REFERENCES

(1]

=

[10

[11]

[12]

[13]

[14

[15]

[16]
[17]

[18

[19

[20

[21]

[22

[23]

[24

[25

[26]

[27

[28

[29]

Aerodiscount. Linear Amplifier AM Booster 13W for REXON RHP-530 Aviation
Radio. https://www.aerodiscount.com/en/airband-radios-accessories/553-linear-
amplifier-am-booster-13w-for-rexon-rhp-530-aviation-radio.html. Accessed:
2020-12-11.

AirSatOne. Viasat Ka & Ku Band High Speed Satcom Internet for Busi-
ness and VIP Aviation. https://web.archive.org/web/20190425190146/https:
//www.airsatone.com/ka-ku-viasat-satcom-internet. Accessed: 2020-12-11.
Doris Di Marco, Alessandro Manzo, Marco Ivaldi, and John Hird. Security Testing
with Controller-Pilot Data Link Communications. In 2016 11th International Con-
ference on Availability, Reliability and Security (ARES), pages 526-531. IEEE, 2016.
Sofie Eskilsson, Hanna Gustafsson, Suleman Khan, and Andrei Gurtov. Demon-
strating ADS-B and CPDLC Attacks with Software-Defined Radio. In 2020 Inte-
grated Communications Navigation and Surveillance Conference (ICNS). IEEE, 2020.
Eurocontrol.  Controller-pilot datalink communications at our Maastricht
UAC. https://www.eurocontrol.int/service/controller-pilot-datalink-
communications-our-maastricht-uac. Accessed: 2020-12-11.

R. Fantacci, S. Menci, L. Micciullo, and L. Pierucci. A secure radio communication
system based on an efficient speech watermarking approach. Security and
Communication Networks, 2(4):305-314, 2008.

Federal Aviation Administration. Radio Communications Phraseology and
Techniques.  https://www.faa.gov/air_traffic/publications/atpubs/aim_html/
chap4_section_2.html. Accessed: 2020-12-11.

Federal Aviation Administration. Class Airspace. https://adds-
faa.opendata.arcgis.com/datasets/c6a62360338e408cb1512366ad6155% _0,
December 2020. Accessed: 2020-12-11.

Patrick Flynn. Fighter jets intercept Ryanair flight after radio communications
failure. https://www.independent.ie/irish-news/fighter-jets-intercept-ryanair-
flight-after-radio- communications- failure-36614996.html, ~February 2018.
Accessed: 2020-12-11.

Great Scott Gadgets. HackRF One. https://greatscottgadgets.com/hackrf/, March
2012. Accessed: 2020-12-11.

Andrei Gurtov, Tatiana Polishchuk, and Max Wernberg. Controller—Pilot Data
Link Communication Security. Sensors, 18(5):1636, 2018.

M. Hagmiiller, H. Hering, A. Krépfl, and G. Kubin. Speech watermarking for
air traffic control. In 2004 12th European Signal Processing Conference, pages
1653-1656, September 2004.

H Hering, M Hagmiiller, and G Kubin. Safety and Security increase for Air
Traffic Management Through Unnoticeable Watermark Aircraft Identification
Tag Transmitted with the VHF Coice Communication. Digital Avionics Systems
Conference, 2003. DASC ’03. The 22nd, 1:4.E.2-41-10 vol.1, 2003.

International Civil Aviation Organization. Manual of Air Traffic Services Data
Link Applications, chapter V1.1, pages VI—1-1. 1999.

International Civil Aviation Organization. Annex 10 to the Convention on Interna-
tional Civil Aviation. Aeronatical Telecommunications. Communication Procedures
including those with PANS Status., volume II, chapter 5, pages 5.19-5.22. 2001.
International Civil Aviation Organization. Annex 2 to the Convention on Inter-
national Civil Aviation: Rules of the Air, chapter 3.6.5, page 3.13. 10 edition, 2005.
International Civil Aviation Organization. Annex 2 to the Convention on
International Civil Aviation: Rules of the Air, chapter 3.7, page 3.14. 10 edition, 2005.
International Civil Aviation Organization. Annex 10 to the Convention on
International Civil Aviation. Aeronautical Telecommunications: Surveillance and
Collision Avoidance Systems., volume IV, chapter 2, pages 2.3-2.4. 2007.
International Civil Aviation Organization. Global Operational Data Link (GOLD)
Manual, chapter 2.2.4, pages 2-25. 2 edition, 2013.

International Civil Aviation Organization. Global Operational Data Link (GOLD)
Manual, chapter 5.2.3, pages 5-7. 2 edition, 2013.

International Civil Aviation Organization. Global Operational Data Link (GOLD)
Manual, chapter 2.2.3, pages 2-19—2-24. 2 edition, 2016.

International Civil Aviation Organization. Global Operational Data Link (GOLD)
Manual, chapter A.2, pages A-3—A~5. 3 edition, 2016.

International Civil Aviation Organization. Global Operational Data Link (GOLD)
Manual, chapter 2.2.4.6, pages 2-18. 2 edition, 2016.

International Civil Aviation Organization. Global Operational Data Link (GOLD)
Manual, chapter A.4.13, pages A-45—A-47. 3 edition, 2016.

International Civil Aviation Organization. Global Operational Data Link (GOLD)
Manual, chapter B-EUR-2, pages B-11—B-12. 3 edition, 2016.

International Civil Aviation Organization. Annex 11 to the Convention on
International Civil Aviation: Air Traffic Services, chapter 2.25. 15 edition, 2018.
International Civil Aviation Organization. The World of Air Transport in 2018.
https://www.icao.int/annual-report-2018/Pages/the-world- of-air- transport-in-
2018.aspx, 2018. Accessed: 2020-12-11.

International Civil Aviation Organization (ICAO) European and North Atlantic
Office. EUR DOC 011. EUR Frequency Management Manual, chapter 4. 2019.

Don Johnson, Alfred Menezes, and Scott Vanstone. The Elliptic Curve Digital
Signature Algorithm (ECDSA). Int. journal of information security, 1(1), 2001.

64

(30]

&
=)

@
20,

S
=

(41

[42

[43

[44

S
&

[46

[47

(48

[49

(50]

[51]

[52

[54

CPSS21,June7,2021Virtual Event,HongKonc

Jun Kitaori. A performance comparison between VDL mode 2 and VHF ACARS
by protocol simulator. In 2009 IEEE/AIAA 28th Digital Avionics Systems Conference,
pages 4-B. IEEE, 2009.

Tomasz Lemiech. dumpvdI2. https://github.com/szpajder/dumpvdl2, 2020.

Live ATC. 25-MAY-2011 FAKE ATC IN ACTION (LTBA-ISTANBUL).
https://forums.liveatc.net/atcaviation-audio- clips/25-may-2011-fake-atc-
in-action-(ltba-istanbul), June 2011. Accessed: 2020-12-11.

Gavin Lowe. An Attack on the Needham-Schroeder Public-Key Authentication
Protocol. Information processing letters, 56(3), 1995.

National Security Agency. The Case for Elliptic Curve Cryptography.
https://web.archive.org/web/20090117023500/http://www.nsa.gov/business/
programs/elliptic_curve.shtml, January 2009. Accessed: 2020-12-11.

ATC Data Link News. Introduction. http://members.optusnet.com.au/~cjr/
introduction.htm, 2016. Accessed: 2020-12-11.

Roy T. Oishi and Ann Heinke. Digital Avionics Handbook, chapter 2, page 2.4. CRC
Press, third edition, 2015.

Okuary Osechas, Mohamad Mostafa, Thomas Graupl, and Michael Meurer.
Addressing vulnerabilities of the CNS infrastructure to targeted radio interference.
IEEE Aerospace and Electronic Systems Magazine, 32(11):34-42, 2017.

Bogdan Petricel. 8.33kHz Voice Channel Spacing (VCS) Implementation Handbook,
chapter 6, page 37. Eurocontrol, 2017.

Ronald L Rivest, Adi Shamir, and Leonard Adleman. A method for obtaining
digital signatures and public-key cryptosystems. Communications of the ACM,
21(2):120-126, 1978.

Kristian Silva.  Sunshine Coast plane crash hoax sparks massive search.
https://www.smh.com.au/national/queensland/sunshine- coast-plane- crash-
hoax- sparks-massive-search-20141028-11d9xd.html, 2014. Accessed: 2020-12-11.
SKYbrary. Aeronautical Information Publications (AIPs). https://www.skybrary.
aero/index.php/Aeronautical_Information_Publications_(AIPs), 2017. Accessed:
2020-12-11.

SKYbrary. SATCOM. https://www.skybrary.aero/index.php/SATCOM, 2017.
Accessed: 2020-12-11.

SKYbrary. Communication Failure: Guidance for Controllers. https://www.
skybrary.aero/index.php/Communication_Failure:_Guidance_for_Controllers,
2020. Accessed: 2020-12-11.

Matthew Smith, Daniel Moser, Martin Strohmeier, Vincent Lenders, and
Ivan Martinovic. Economy Class Crypto: Exploring Weak Cipher Usage in
Avionic Communications via ACARS. In International Conference on Financial
Cryptography and Data Security 2017. Springer, apr 2017.

Matthew Smith, Daniel Moser, Martin Strohmeier, Ivan Martinovic, and Vincent
Lenders. Undermining Privacy in the Aircraft Communications Addressing and
Reporting System (ACARS). In 18th Privacy Enhancing Technologies Symposium
(PETS 2018), Barcelona, July 2018.

Matthew Smith, Martin Strohmeier, Jonathan Harman, Vincent Lenders, and Ivan
Martinovic. A view from the cockpit: exploring pilot reactions to attacks on avionic
systems. In Network and Distributed Systems Security Symposium, NDSS, 2020.

T. H. Stelkens-Kobsch, A. Hasselberg, T. Mithlhausen, N. Carstengerdes, M. Finke,
and C. Neeteson. Towards a more secure ATC voice communications system.
In 2015 IEEE/AIAA 34th Digital Avionics Systems Conference (DASC), pages
4C1-1-4C1-9, September 2015.

Mario Strasser, Boris Danev, and Srdjan Capkun. Detection of reactive jamming
in sensor networks. ACM Transactions on Sensor Networks (TOSN), 7(2):1-29, 2010.
Martin Strohmeier, Ivan Martinovic, and Vincent Lenders.  Securing the
Air-Ground Link in Aviation. In The Security of Critical Infrastructures, pages
131-154. Springer, 2020.

Two Way Accessories. VHF Airband Broadband Antenna. https:
/[www.twowayaccessories.com/radio-accessories/radio-base-antennas-and-
duplexers/vhf-airband-broadband-antenna-118-137mhz/. Accessed: 2020-12-11.
U.S. Department of Commerce. United States Frequency Allocations. https://www.
ntia.doc.gov/files/ntia/publications/2003-allochrt.pdf, 2003. Accessed: 2020-12-11.
Matthias Wilhelm, Ivan Martinovic, Jens B Schmitt, and Vincent Lenders. Short
paper: reactive jamming in wireless networks: how realistic is the threat? In
Proceedings of the fourth ACM conference on Wireless network security, 2011.
Emma Younger. Melbourne Airport hoax caller Paul Sant pleads guilty to making
fake flight calls, aborting Virgin landing. https://www.abc.net.au/news/2017-09-
05/melbourne-airport-hoax-caller- paul-sant-pleads-guilty/8873984. Accessed:
2020-12-11.

Airways New Zealand. FANS1/A Problem Reporting, Unsuccessful
CPDLC transfer but no NCDA downlink.  https://web.archive.org/web/
20190907131530/https://www.fans-cra.com/report/de-identified/detail/
¢352f86491dd21907e9a7e2e0c3a833a68e55b74/. Accessed: 2020-12-11.


https://www.aerodiscount.com/en/airband-radios-accessories/553-linear-amplifier-am-booster-13w-for-rexon-rhp-530-aviation-radio.html
https://www.aerodiscount.com/en/airband-radios-accessories/553-linear-amplifier-am-booster-13w-for-rexon-rhp-530-aviation-radio.html
https://web.archive.org/web/20190425190146/https://www.airsatone.com/ka-ku-viasat-satcom-internet
https://web.archive.org/web/20190425190146/https://www.airsatone.com/ka-ku-viasat-satcom-internet
https://www.eurocontrol.int/service/controller-pilot-datalink-communications-our-maastricht-uac
https://www.eurocontrol.int/service/controller-pilot-datalink-communications-our-maastricht-uac
https://www.faa.gov/air_traffic/publications/atpubs/aim_html/chap4_section_2.html
https://www.faa.gov/air_traffic/publications/atpubs/aim_html/chap4_section_2.html
https://adds-faa.opendata.arcgis.com/datasets/c6a62360338e408cb1512366ad61559e_0
https://adds-faa.opendata.arcgis.com/datasets/c6a62360338e408cb1512366ad61559e_0
https://www.independent.ie/irish-news/fighter-jets-intercept-ryanair-flight-after-radio-communications-failure-36614996.html
https://www.independent.ie/irish-news/fighter-jets-intercept-ryanair-flight-after-radio-communications-failure-36614996.html
https://greatscottgadgets.com/hackrf/
https://www.icao.int/annual-report-2018/Pages/the-world-of-air-transport-in-2018.aspx
https://www.icao.int/annual-report-2018/Pages/the-world-of-air-transport-in-2018.aspx
https://github.com/szpajder/dumpvdl2
https://forums.liveatc.net/atcaviation-audio-clips/25-may-2011-fake-atc-in-action-(ltba-istanbul)
https://forums.liveatc.net/atcaviation-audio-clips/25-may-2011-fake-atc-in-action-(ltba-istanbul)
https://web.archive.org/web/20090117023500/http://www.nsa.gov/business/programs/elliptic_curve.shtml
https://web.archive.org/web/20090117023500/http://www.nsa.gov/business/programs/elliptic_curve.shtml
http://members.optusnet.com.au/~cjr/introduction.htm
http://members.optusnet.com.au/~cjr/introduction.htm
https://www.smh.com.au/national/queensland/sunshine-coast-plane-crash-hoax-sparks-massive-search-20141028-11d9xd.html
https://www.smh.com.au/national/queensland/sunshine-coast-plane-crash-hoax-sparks-massive-search-20141028-11d9xd.html
https://www.skybrary.aero/index.php/Aeronautical_Information_Publications_(AIPs)
https://www.skybrary.aero/index.php/Aeronautical_Information_Publications_(AIPs)
https://www.skybrary.aero/index.php/SATCOM
https://www.skybrary.aero/index.php/Communication_Failure:_Guidance_for_Controllers
https://www.skybrary.aero/index.php/Communication_Failure:_Guidance_for_Controllers
https://www.twowayaccessories.com/radio-accessories/radio-base-antennas-and-duplexers/vhf-airband-broadband-antenna-118-137mhz/
https://www.twowayaccessories.com/radio-accessories/radio-base-antennas-and-duplexers/vhf-airband-broadband-antenna-118-137mhz/
https://www.twowayaccessories.com/radio-accessories/radio-base-antennas-and-duplexers/vhf-airband-broadband-antenna-118-137mhz/
https://www.ntia.doc.gov/files/ntia/publications/2003-allochrt.pdf
https://www.ntia.doc.gov/files/ntia/publications/2003-allochrt.pdf
https://www.abc.net.au/news/2017-09-05/melbourne-airport-hoax-caller-paul-sant-pleads-guilty/8873984
https://www.abc.net.au/news/2017-09-05/melbourne-airport-hoax-caller-paul-sant-pleads-guilty/8873984
https://web.archive.org/web/20190907131530/https://www.fans-cra.com/report/de-identified/detail/c352f86491dd21907e9a7e2e0c3a833a68e55b74/
https://web.archive.org/web/20190907131530/https://www.fans-cra.com/report/de-identified/detail/c352f86491dd21907e9a7e2e0c3a833a68e55b74/
https://web.archive.org/web/20190907131530/https://www.fans-cra.com/report/de-identified/detail/c352f86491dd21907e9a7e2e0c3a833a68e55b74/

	Abstract
	1 Introduction
	2 Background
	2.1 Voice-based Air Traffic Control
	2.2 Avionic Data Links
	2.3 CPDLC Introduction
	2.4 Data Link Security

	3 Attacker Model
	3.1 Data Collection

	4 Concept of Attacks
	4.1 Injection Attack
	4.2 Man-in-the-Middle Attack
	4.3 Advanced Man-in-the-Middle
	4.4 Attack Impact
	4.5 Real-World Vulnerability Analysis

	5 Countermeasures
	5.1 Geography-based
	5.2 Interference Alerts
	5.3 PKI

	6 Discussion
	7 Conclusion
	References



